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Abstract:

The communication protocols and data transfer mechanisms employed by loT devices in smart
buildings and corresponding digital twin systems predominantly rely on centralized architectures.
Such centralized systems are vulnerable to single points of failure, where a malfunction can
disrupt its operational processes. Despite the promise of blockchain technology in addressing
these vulnerabilities, research into blockchain-based protocols for 10T data transfer, particularly
decentralized digital twins, and building automation systems remains limited. This study bridges
this gap by introducing a blockchain-based decentralized protocol to enhance the cyber resilience
of loT data transfer for digital twins and enable decentralized automation of building operations.
The framework incorporates public and private blockchain technologies alongside the
decentralized oracle network. This research includes two case studies showcasing prototypes of
the Hyperledger Fabric and Ethereum-based system. These prototypes were validated within a
real-world building environment using smart home appliances and two digital twin platforms, with
their performance evaluated based on cost, scalability, data security, and privacy. The findings
reveal that the Hyperledger Fabric-based system excels in terms of scalability, speed, and cost-
effectiveness, making it suitable for decentralized digital twins and building automation
applications. Both Hyperledger Fabric and Ethereum-based frameworks offer significant
advantages over traditional centralized protocols, such as BACnet, in the system’s cyber
resilience and data security and privacy.

1. Introduction

A significant portion of people's time is spent in indoor environments, with studies estimating that
approximately 90% of human life is spent inside buildings [1]. The indoor environments greatly
influence occupant’s comfort, health, and productivity. Comfortable indoor conditions enhance
physical and mental well-being, reducing stress and increasing the occupant’s overall satisfaction
and work performance [2]. Cyber-physical systems (CPS) such as smart buildings play a crucial
role in providing a comfortable building environment through indoor environment optimization and
efficient building operations, thereby enhancing occupants’ satisfaction, productivity, and well-
being [3]. One of the critical aspects of any smart building is its integral connection to smart facility
management (FM), which encompasses different tasks, including building automation, building
operation and maintenance, energy management, and indoor environmental management.
Building automation is enabled by a combination of technologies such as building management
systems, sensors, actuators, and loT devices, among other technologies [4]. Also, digital building
twins, physical building data, and automated building operations within the smart building are all
interconnected. Building environmental data can be captured with networks of IoT sensors and
used to trigger the automation of specific operations within a building before being stored and
later analyzed by other advanced technology (e.g., artificial intelligence ) for further insight [5].

However, the current communication protocols and data storage for 10T devices used in smart
buildings and their corresponding digital twins (DT) systems are mainly based on the traditional
centralized system and database [6], [7]. Such centralized systems are vulnerable to a single
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point of failure [8], a vulnerability where the failure of a single component can lead to system-wide
disruption, which can be exploited by cyber threats [9]. Previous studies reveal potential loopholes
within traditional building automation systems (BAS), making the system susceptible to data
breaches, tempering, forgery, and cyber-attacks such as spoofing, information eavesdropping,
and denial of service attacks [10]. According to a comprehensive examination of smart building
security conducted by Kaspersky in 2019, nearly four in ten (37.8%) automation systems in smart
buildings have experienced malicious cyber-attacks [11]. As per IBM Security report, cyberattacks
such as ransomware rose 41% in 2022, with the average cost per data breach being $4.45 million
[12], [13]. Such attacks not only compromise building cyber-physical systems’ data integrity but
also disrupt its operational processes, leading to unexpected system downtime, compromised
functionalities, potential safety risks, discomforts, and privacy concerns for the occupant [14].
Therefore, it is evident that research in enhancing the 10T and digital twin data security and privacy,
and the resilience of building automation operations, is crucial in addressing the vulnerabilities
and inefficiencies of the current smart building systems.

Blockchain technology provides a potential solution for tackling these challenges within smart
building systems. The blockchain serves as a public digital ledger where data is stored and
maintained in an immutable and transparent manner within the decentralized peer-to-peer
network [15]. Blockchain's inherent security features, such as cryptographic security and data
immutability can enhance the protection of IoT and digital twin data. Blockchain technology
removes the single point of failure within the traditional centralized systems, thereby increasing
the system’s resilience against cyber threats. Furthermore, blockchain's smart contract is capable
of creating decentralized automation and self-executing agreements that can enhance the
efficiency and resiliency of building automation operations.

This study seeks to develop a decentralized protocol to improve the resiliency of the transfers of
loT data to the digital twins as well as enable the decentralized automation of building operations.
The objectives of this study include: (1) Creating a secure and resilient mechanism for transmitting
and storing loT sensor data and digital twin-related information using both the public and private
blockchain network alongside the decentralized oracle network and the Interplanetary File
Storage systems (IPFS). (2) Enable decentralized automation of building operations with
blockchain smart contracts or chain codes. (3) Create two digital twin systems that are fed by
decentralized sensor data streams to facilitate real-time visualization of building environmental
conditions. (4) Conduct two case studies for the decentralized digital twin and building automation
system using the private blockchain (Hyperledger Fabric) and public blockchain (Ethereum
blockchain) (5) Assess the effectiveness and suitability of the proposed blockchain-based
systems for the decentralized digital twin and building automation system.

The remaining of the paper is structured as follows. Section 2 provides the literature review on
distributed ledger technologies, including the public and private blockchain network, as well as
the related works on the blockchain application in the digital twin domain and smart building before
outlining the corresponding research gaps. Section 3 describes the research methodology of this
study, and Section 4 presents the proposed decentralized framework. The two case studies with
corresponding technical implementations are presented in section 5. Section 6 discusses the
findings, evaluates the proposed system, and explores the research's implications and limitations.
Section 7 outlines future research directions. Finally, the conclusion is presented in Section 8.

2. Background and related works
2.1. Blockchain technologies

Blockchain is a digital public ledger where all data is written and stored transparently, securely,
and in a tamper-resistant manner within a decentralized network [16]. Transactions are verified
and added to the ledger using different consensus mechanisms to guarantee consensus among
network participants [17]. Blockchain structures information into blocks that are interconnected to
form a continuous chain. After data validation, newly created blocks are added to the blockchain
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in an immutable, time-ordered sequence with the use of hash codes. This architecture makes it
difficult to modify the contents of a block, as any changes would render all following blocks invalid.
Each block contains a header and body data. The header includes crucial information such as
the previous block's hash, timestamp, Merkle root, nonce, and version number, while the body
contains the actual transaction data [18].

2.1.1. Private vs Public Blockchain Network

Blockchain networks can be broadly grouped into public and private systems, each with distinct
features and use cases. Public blockchains operate as open networks that allow anyone to join,
view transactions, and engage in the consensus process [19]. These networks prioritize
decentralization and transparency, offering high levels of security through their extensive node
distribution. Public blockchain’s consensus mechanisms include Proof-of-Work (PoW) or Proof-
of-Stake (PoS) [20], which facilitate the peer consensus on the state of transactions. This
approach enhances security but can lead to slower transaction processing rates and scalability
challenges [21].

Private blockchains, which are also referred to as permissioned networks, limit access to
authorized participants. These systems offer greater control over network governance, faster
transaction processing, and enhanced privacy. Private blockchains can achieve consensus more
rapidly due to their limited number of trusted participants, allowing for higher transaction
throughput [22]. They also provide stronger data privacy controls, as changes can be
implemented more flexibly when all authorized nodes agree. Private blockchains are particularly
suitable for enterprise applications where data confidentiality and regulatory compliance are
important. While public blockchains excel in scenarios requiring maximum decentralization and
censorship resistance, private blockchains provide benefits such as scalability, privacy, and
customization for specific business needs [23].

2.1.2. Ethereum blockchain

The introduction of Ethereum in 2015 marked a significant milestone in public blockchain. Unlike
its predecessor, Bitcoin, which primarily focused on cryptocurrency transactions, Ethereum
expands blockchain functionality to become a versatile platform designed for running smart
contracts and creating decentralized applications (DApps) [24]. This innovation has substantially
broadened the possibility of blockchain applications, facilitating the decentralization of markets
and enabling complex, programmable transactions. The Ethereum network operates on a proof-
of-stake (PoS) consensus system, which delivers enhanced energy efficiency and scalability
relative to proof-of-work (PoW) [25]. In this mechanism, the validating peers are selected to
generate new blocks by staking their cryptocurrency as collateral [26].

Ethereum's architecture is built around two account categories: externally owned accounts (EOAs)
and smart contract accounts [27]. EOAs are controlled by users, which can be controlled by
private keys and can hold Ether, the native cryptocurrency of the Ethereum network. These
accounts can execute transactions with other EOAs or engage with smart contracts. Contract
accounts, on the other hand, are controlled by their code and are executed when they receive
messages from other accounts. In addition, a defining feature of the Ethereum blockchain is the
smart contract, a self-executing code with established rules embedded within the blockchain [28].
Smart contract’s functions can be designed to be self-executed when specific conditions are met,
which enables complex, trustless interactions without intermediaries. Smart contracts are
developed in the Solidity programming language before being compiled into bytecode and
executed using the Ethereum Virtual Machine (EVM) [29].

2.1.3. Hyperledger fabric blockchain
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Hyperledger Fabric is a private blockchain network under the family of the Hyperledger project
that was established by the Linux Foundation in 2016 [30]. Hyperledger Fabric’s modular
architecture offers a unique approach to private, permissioned blockchain networks, making it
particularly suitable for business applications that require fine-grained access control with
improved flexibility and scalability [31].

The platform's architecture is composed of several key concepts and components.

[ Identity: Unlike public blockchains, every Hyperledger Fabric node has a unique identity,
which is categorized into three main roles: (i) Clients: Responsible for submitting transaction
proposals and sending transactions for ordering. (ii) Peers: Transaction execution and
validation. (i) Orderers: Aggregate transactions from clients and establish their final
transaction sequence [32].

1 Membership Service Provider: Responsible for overseeing identities and access permissions
within the network, ensuring that only authorized peers can engage with the blockchain
system. The Membership Service Provider works in conjunction with the Fabric CA to manage
identities and define the rules for their validation [33].

(1 Transaction: Transactions in Hyperledger Fabric follow a three-phase process: proposal,
endorsement, and commitment. A client application first submits a transaction proposal, which
is endorsed by a subset of peers. The endorsed proposal is subsequently ordered into a block
by the ordering service and finalized in the ledger by all peers. This process ensures that all
transactions are validated and recorded consistently.

71 Chaincode: Chaincode contains the business logic that governs transactions on the
blockchain. Chaincode is deployed on peer nodes and can be invoked by client applications
to read from or write to the ledger [34].

71 Channels: Fabric provides a mechanism for creating separate communication layers within
the network through channels. Each channel has its own ledger and set of chaincodes, and
participation in a channel is governed by the Membership Service Provider. This allows for
the creation of private subnets of communication between specific network participants,
enhancing privacy and scalability [35].

(1 Ledger: The ledger is made up of two elements: the blockchain and the world state. The
blockchain is an append-only log of all transactions, whereas the world state functions as a
database that stores the current state of the ledger. Each peer node maintains a copy of the
ledger so that all transactions can be verified by any participant in the network [31].

2.2. Digital building twins

A digital twin is fundamentally a virtual replica of a physical asset, system, or process. It serves
as a dynamic reflection of its physical counterpart, which is continuously updated through data
collected by sensors and loT devices [36]. The digital twin concept comprises three essential
elements: the physical components, its virtual counterpart, and the bi-directional data flow
between them. Digital building twins are virtual representations of physical buildings that integrate
real-time data to simulate and monitor the building's performance, condition, and behavior [37]. It
integrates BIM models, the Internet of Things, and data streams to create a live digital
representation of a physical structure by providing a live view of a building's performance,
condition, and usage patterns. This real-time data integration can facilitate predictive maintenance,
energy optimization, and a decision-supporting system within the building's lifecycle. Specifically,
in the building operational phases, digital building twin is essential in enabling data-driven facilities
management, thereby improving building operational efficiency and sustainability and enhancing
occupant’s living experience [38].

2.3. Blockchain and the Internet of Things



Submitted to Automation in Construction

Over the years, several research works have focused on leveraging blockchain technology to
address the vulnerability of IoT communication and data security. Previous research has
demonstrated the use of the Ethereum blockchain in developing distributed access control for IoT
devices to reduce the centralized nature of access management [39]. For instance, Fakhri and
Mutijarsa [40] implemented a public Ethereum blockchain-based communication protocol for the
IoT system and conducted a comparative analysis with the traditional MQTT-based loT
communication method. They perform security testing on both systems using the simulated attack
and sniffing attacks by utilizing the Wireshark software. The findings indicate that the 10T system
incorporating blockchain technology is more cyber-resistant compared to the traditional MQTT-
based system. Hasan et al. [41] created an loT data streaming application with the Ethereum
blockchain and the IPFS. To demonstrate the security of the system and resilience to cyber
threats and vulnerabilities, the Oyente tool was used to perform security analysis on the smart
contract code.

However, one of the main technical limitations of the above research is the scalability of the
Ethereum blockchain which includes transaction latency and low throughput [42]. These
constraints may reduce the inefficiency and robustness of the 0T sensor data transfer, especially
in the context of real-time data transmission. To address this problem, researchers have
leveraged different types of private blockchain networks for 10T data transfers. Research by
Balakumar and Kavitha [43] utilized the Quorum blockchain with the IPFS to secure the data
privacy and security of loT devices. In addition, Iftekhar et al. [44] demonstrated the feasibility of
using Hyperledger Fabric for IoT sensor data transmission. Their work involved implementing
attribute-based access control and adapting the Hyperledger Fabric for ARM64 architecture by
using Raspberry Pi.

2.4. Blockchain technology for digital twin and smart building operations.

Different studies have integrated blockchain technology with digital twins and loT within the
context of building operations and facility management [45]. For instance, research by Hunhevicz
et al. [37] leveraged digital twins and smart contracts in creating performance-based payment
methods in smart buildings with real-time building performance data. The technical
implementation of the framework includes smart contracts, digital building models, loT sensors,
digital twin platforms, and Ethereum blockchain. The research highlights the potential of
leveraging crypto-economic incentives and performance-based smart contracts to create a peer-
to-peer economy in the built environments. In another study, Pittaras et al. [46] leverage the Web
of Things standards and blockchain technology to develop digital twins for loT devices. The
authors present two variations of their digital twin design using both the Ethereum and
Hyperledger fabric blockchain before discussing the associated trade-offs. This dual approach
allows for flexibility in application depending on specific use-case requirements. In addition,
EtherTwin [47] aims to offer the secure storage of digital twin data using the Ethereum blockchain.
The proposed system allows participants from different building lifecycles to create, modify,
upload, and store digital twin-related documents in a decentralized way. Recent studies have also
integrated blockchain technology and digital twins in smart building environments. For instance,
Teisserenc and Sepasgozar [48] emphasize that blockchain-powered digital twins can strengthen
the decentralization of building data by enhancing data traceability, security, and privacy.
Integrating blockchain with digital twins could empower facility managers to conduct real-time
asset monitoring and contribute to more efficient automation and prediction of maintenance
activities.

In addition, a recent study by Jeoung et al. [49] investigated the creation of a blockchain-integrated
loT framework designed to enable personalized indoor temperature regulation within building
management systems, with a focus on ensuring data privacy and security. Furthermore, Tiwari
and Batra [50] leveraged smart contracts to enhance maintenance requests and facility
management tasks within a building infrastructure. This blockchain-based system can minimize
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dependence on third-party management services and enhance automation and transparency in
building infrastructure. A study by Xu et al. [51] presents a proof of concept of the decentralized
smart home system utilizing Raspberry Pi, the Blynk platform, DHT11 sensors, and the Ethereum
blockchain. The live environmental data such as temperature and humidity data will be recorded
on the blockchain network and checked against the threshold before triggering a certain action
(e.g., LED warning). Also, Majeed et al. [52] and Umer et al. [53] use the Ethereum blockchain
for the identity management application of IoT devices within the smart home system. Additionally,
a study by Ly et al. [54] proposed the concept of a data-driven and decentralized governance
system in smart building facilities management using digital building twins and decentralized
autonomous organizations. Their subsequent study [55] further advanced this concept with the
integration of a large language model and blockchain-based governance for smart building
automation.

These studies emphasize the potential of blockchain and digital twin technologies to revolutionize
facility management practices, offering promising avenues for improving building operational
efficiency and data security in smart building environments. The works have recognized the
significance of IoT and digital twin data security and the potential benefits of blockchain
application in smart building facility management and building automation. However, the research
on using private blockchains, such as Hyperledger Fabric, in smart building automation systems
is still unexplored. Besides, the existing research on integrating decentralized automation of
building operation with secured decentralized digital building twin into one integrated system
within the building infrastructure.

3. Research Methodology

| Research stages | | DRS | Research activities
Step 1. Identification o Iaack czf allblo(;:kcf:ain-ir.\tegr?t;dllgrgmewoﬂ( for |
of problem and —l Literature review }—» lecentralized automation of building automation an
motivation loT data transmission for digital twin visualization.

« Limited research on using private blockchain networks
in building automation and facility management.

Develop a secure and resilient loT
and digital twin data transmission, Hyperledger fabric blockchain and chaincode,
Framework Stepl2. I?eﬁning the — and decentralized building Ethereum blockchain and smart contract,
development objective of the operation automation protocol decentralized storage, digital twin, loT device and
solution within smart building. sensors are identified as the required modules to

develop the proposed systems.

Setting up the IoT devices and sensor

Design iteration Creating a digital twin of the BIM model

based on the _ Platform design and +  Developing Hyperledger fabric-based chaincodes
analysis data Step 3. Design )| {dentification of the required and Ethereum-based smart contracts for the
and development modules/methodology for system decentralized digital twin and automation of building
development operation

Develop loT data transmission protocol with DONs
____________________ PSP *  System performance evaluation and design iteration

Demonstrate the two-use
Proof of concept Step 4. Demonstration — e e PEEeses Two case studies for public and private blockchain-
of the artifacts fre_zmework with PUbhc and based decentralized digital twin and building automation
private blockchain network systems

— « Performance evaluation and comparison of the private
Evaluation Step 5. Evaluation — Performance and usability and public blockchain-based system with traditional
testing building automation protocol.

« Key metrics include transaction throughput, latency,
security, and cost

L Communicate the usability,
Step 5. Communication | === novelty and effectiveness of the Publish the research in the intemational academic
developed platform to the journal

academic and industry audience

Figure 1. DSR-based research flow.

This study adopts the Design Science Research (DSR) method, a scientific problem-solving
paradigm that involves a systematic process of identifying real-world problems, designing and
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creating novel artifacts (such as frameworks, methods, or instantiations), evaluating the designed
solutions, and contributing to the theoretical body of knowledge [56]. Many scholars have adopted
the DSR method to develop blockchain-based applications in the construction domain. For
instance, Elghaish et al. [57] used this DSR approach for the development and validation of a
blockchain application in construction supply chains. In addition, Wu et al. [58] utilized DSR to
examine the application of blockchain for improving information-sharing efficiency for modular
construction projects, while Cheng et al. [59] utilized DSR to create a blockchain application for
construction cost management. The process of DSR comprises six different stages [60]. Figure 1
describes the DSR-based research methodology of this study with different research stages and
corresponding DSR steps.

(1) Problem identification and motivation. The literature review in Section 2 has revealed that
there is a lack of an integrative framework that can facilitate autonomous and distributed building
facility automation, secure real-time loT data transmission and storage, and digital building twin
visualization into a single system within the building infrastructure. Moreover, the research on
private blockchain network applications, such as Hyperledger Fabric, in smart building automation
and facility management is also limited.

(2) Objective definition. To address this research gap, this study seeks to develop a
comprehensive decentralized framework to secure loT data transfer for decentralized digital twins
as well as enhance the resilience of building operations automation by integrating smart contracts,
loT, digital twin, and blockchain technologies.

(3) Design and development. The proposed framework will be designed and developed through
the following stages. (i) Setting up the IoT sensors, single board computers, and smart home
appliances for data collection and building automation (ii) Creating a digital twin of the modeled
building infrastructure (iii) Developing Hyperledger fabric-based chaincodes and Ethereum’s
smart contract for the loT data transmission between the I0T edge device to digital twin platform
and enable the automation of building facilities. (iv) Leverage the decentralized oracle network
and the developed Ethereum-based smart contract for loT data collection and transmission to the
digital twin, as well as automate the building facilities operation. (v) System performance
evaluation and design iteration.

(4) Demonstration. Develop the prototypes of the framework using Hyperledger Fabric and
Ethereum blockchain through two case studies.

(5) Evaluation. Performance evaluation and comparison of the two blockchain networks
implemented in the case studies will be conducted. Key metrics, including transaction throughput,
latency, and cost, will be analyzed to determine the suitability and trade-offs of each blockchain
platform for the proposed framework. Additionally, a qualitative analysis will be conducted by
discussing and comparing key characteristics such as data security and privacy between the
traditional building automation protocol such as BACnet with the proposed blockchain systems.
(6) Communication. The design, development, and evaluation results of the proposed system will
be published in an academic journal.

4. Proposed decentralized framework for building operation automation and data
transmission.
4.1. Framework Overview

The aim of this study is to develop a decentralized protocol for 10T data transmission for digital
twins and enable decentralized automation of building operations within smart buildings using
blockchain technology. Figure 2 provides the overview of the general architecture of the proposed
system with various modules working together. The proposed framework encompasses different
modules in both the cyber and physical components, with the cyber components consisting of the
blockchain network, decentralized storage, smart contracts/chain codes, real-time data
visualization, and digital twin components. The physical components encompass physical assets,
such as loT sensors, Raspberry Pi, and building operations. The primary component of the
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framework is the blockchain network, which can be implemented using either Hyperledger Fabric
or Ethereum.

During operation, real-time environmental data will be collected from the building environment
through IoT sensors and Raspberry Pi. This data is securely transferred to the blockchain network
for further processing and storage. The decentralized storage component, such as the IPFS, will
be used for storing the collected historical data. The smart contract/chain code module,
implemented on the blockchain network, serves as the decision-making engine for automating
building operations. Based on predefined logic and conditions programmed within the smart
contracts, specific events and actions will be triggered in response to the incoming sensor data
streams. This module communicates with HVAC and lighting systems, to implement the
necessary response in the physical world. These actions can include alerts, adjustments to the
HVAC system, lighting system, and other critical building operations. In addition, the digital twin
platform provides real-time data visualization of the building's environmental condition. This
visualization is powered by the live sensor data streams retrieved from the blockchain network.
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‘ 1 Real time
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e thereum : ;1* ;XEETEER Temperature
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Figure 2. Overview of the general framework
4.2. Blockchain and digital twin components

The proposed framework leverages blockchain technology to enable decentralized data
transmission, storage, and automation of building operations. The blockchain components within
the Hyperledger fabric-based system in the first case study mainly include the Hyperledger
chaincodes. The Ethereum smart contracts and decentralized oracle network are the main
components in the Ethereum-based system in the second case study. These components in each
blockchain system work together to ensure data integrity, transparency, and efficient automation
of building operations. In addition, the digital building twin is composed of both static components
(BIM model) and dynamic components (Real-time sensor data streams). The building’s digital
twin provides a comprehensive digital representation with real-time updates on the building’s
environmental conditions.

4.2.1. Hyperledger Fabric-based decentralized digital twin and building automation
system framework.

In the Hyperledger Fabric-based system, two different chaincodes were developed for smart
device automation and sensor data handling within the blockchain network. The first chaincode
is responsible for automating facility management tasks based on the sensor data received from
the building environment. This chaincode is programmed with predefined rules and logic to
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process the incoming sensor data streams. It retrieves the sensor data, such as temperature,
humidity, light intensity, and carbon monoxide concentration, before comparing them against
predefined thresholds. Based on these comparisons, the chaincode triggers appropriate actions,
such as activating smart fans, heaters, lights, air purifiers, or humidifiers. The second chaincode
facilitates the secure sensor data transfer from the blockchain to the digital twin platform to enable
decentralized real-time visualization of building environmental conditions. Additionally, all
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historical sensor data is stored on the IPFS to ensure a decentralized, secure, and immutable
archive of historical building environmental data. In addition, Autodesk Tandem is chosen for the
digital twin implementation for this system. Autodesk Tandem is an out-of-the-box software
solution for digital twin applications that requires minimal programming skills [61]. It provides a
comprehensive platform for creating and managing digital twins of physical buildings by providing
seamless integration of BIM data and IoT sensor streams. The overview of the proposed
Hyperledger Fabric-based system is illustrated in Figure 3.
Figure 3. Overview of the proposed Hyperledger Fabric-based system for decentralized digital
twin and building automation system.

4.2.2. Ethereum-based decentralized digital twin and building automation system
framework

In this Ethereum-based system, smart contracts are the core components of the automation of
smart building operations and the creation of the decentralized digital twin. The use of Ethereum
smart contracts ensures that these real-time data, building automation-related threshold
parameters, and operations are decentralized, thereby enhancing the security and resilience of
the automation process.

There are two main smart contracts in this framework. The first smart contract is designed to store
real-time environmental data from the building environment before updating the digital building
twin. The second smart contract is designed to store the predefined threshold parameters, which
will be used to compare against the real-time environment data for the building automation logic.
This contract enables decentralized and automated control over the smart devices based on real-
time sensor data inputs.

In addition, this study opted for Autodesk Platform Services instead of Autodesk Tandem for the
digital twin implementation within this Ethereum-based system. This option allows for greater
customization and flexibility in developing the digital twins. In addition, in this proposed framework,
the Chainlink decentralized oracle network is used to automatically fetch and verify environment
sensor data from the REST API created by the data collection component at specific time intervals.
Decentralized oracles facilitate the decentralized data flow from the off-chain data source to the
on-chain smart contracts. The use of decentralized oracles ensures that the data fed into the
Ethereum smart contracts is tamper-proof and sourced from reliable sources. Figure 4 illustrates
the overview of the proposed Ethereum-based system.
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Figure 4. Overview of the proposed Ethereum-based system for decentralized digital twin and
building automation system.

4.3. Decentralized storage

To handle the large volumes of sensor data at a lower computational cost, this study utilizes the
IPFS as decentralized storage. IPFS is used to securely store and retrieve historical sensor data
and build operational data in both frameworks. The sensor data collected from the building
environment is automatically uploaded to the IPFS network at specific time intervals.

4.4. Smart building facilities automation

The proposed framework leverages the integration of 1oT sensors, smart building facilities, and
smart contracts/chaincodes to create decentralized automation of building operations. By
continuously monitoring the building’s environmental data, the system can intelligently trigger
appropriate actions to optimize occupant comfort, energy efficiency, and indoor air quality. These
smart contracts or chaincode act as decentralized and tamper-proof controllers, executing specific
actions in response to the incoming sensor data streams. The activation of smart building facilities
is facilitated through these blockchain-based smart contracts, ensuring a secure, transparent, and
automated process. The smart devices incorporated in this system include a smart fan, smart
light bulb, smart air purifier, and smart humidifier. The automation logic for these devices is
governed by predefined thresholds and facilitated through blockchain smart contracts, ensuring
secure and transparent operations.

The automation logic of the smart building system in the proposed frameworks is as follows. (1)
Smart HVAC System (Smart Fan and Smart Heater): When the temperature sensor (DHT11)
detects a value above a predefined upper threshold, the smart contract triggers the activation of
the smart fan to cool the environment. Conversely, if the temperature falls below a lower threshold,
the smart contract activates the smart heater to maintain a comfortable indoor temperature. (2)
Smart Lighting System (Smart light bulb): The light intensity sensor continuously monitors the
ambient light levels within the building spaces. If the detected light intensity level falls below a
minimum threshold, the smart contract automatically turns on the smart light bulb to ensure
adequate illumination. Conversely, when the light intensity level exceeds a maximum threshold,
indicating sufficient natural lighting, the smart contract dims or turns off the smart light bulb to
conserve energy. (3) Indoor Air Quality Management (Smart Air Purifier and Smart Air Humidifier):
The MQ-2 gas sensor detects the presence of harmful gases, smoke, or air pollutants within the
indoor environment. If the gas concentration exceeds a predefined threshold, the smart contract
activates the smart air purifier to filter and purify the indoor air. Additionally, the DHT11 sensor
monitors the relative humidity levels. When the humidity falls below a minimum threshold, the

10
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smart contract triggers the smart air humidifier to maintain optimal humidity levels for occupant
comfort.

5. Proof of Concept

Two case studies are presented to showcase the implementation and validation of the proposed
decentralized framework for building operation automation and loT data transmission for digital
twins. The first case study focuses on a private blockchain-based prototype that operates on the
Hyperledger Fabric blockchain network. The second case study examines a public blockchain-
based prototype with the use of an Ethereum blockchain network. The technical implementation
of the prototypes for both case studies is conducted using various tools, programming languages,
and development environments. Table 1 summarizes the tools and technologies employed for
each module in the respective prototypes. The code for the technical implementation is publicly
available under an open-source license [62].

Table 1. Tools used for prototype development.

Case study Tasks | Programming Devglopment
anguage (packages) environment
Configuration of loT sensors and Python Visual Studio Code
smart home appliance
Hyperledger Fabric-based Digital twin development JavaScript (Autodesk Visual Studio Code
prototype Tandem API)
Chaincode development JavaScript Visual Studio Code
Configuration of loT sensors and Python Visual Studio Code
smart home appliance
Ethereum blockchain- - . JavaScript (Autodesk . .
based prototype Digital twin development Platform service) Visual Studio Code
Smart contract development Solidity Remix IDE

5.1.
5.1.1.

To capture the dynamic environmental data required for the digital twin, a network of loT sensors
and devices is deployed within the building environment. In this study, a single-board computer,
Raspberry Pi 4B, and connected environmental sensors are used for data collection and
processing. (Figure 5). DHT11 sensor measures the ambient temperature and relative humidity
levels within the building environment. Light Intensity sensor detects the level of ambient light
within the building spaces. The MQ-2 gas sensor is used to detect the existence of different gases,
including carbon monoxide, combustible gases, smoke, and other air pollutants. The data
collected will be read and processed on the Raspberry Pi 4B with different Python libraries
including Adafruit DHT (for the DHT11 sensor) and Rpi.GPIO, and Adafruit MQTT. The
processed data will be transmitted to the corresponding blockchain networks via a REST API
using Python’s Flask library.

DHT 11
Temperature and
Humidity sensor

Implementation Preparation
Environmental data collection

() localhost:8000/api/sensor

i "temperature": 28,
3 "humidity": 45,
REST 1 "lux": 34,

API j "co2": 752

l

~ '« HYPERLEDGER

<% FABRIC
‘(h-rhewﬂ.r'\ @ IPFS

Light intensity sensor

e

MQ2 Gas sensor

Raspberry Pi Model 4B

Figure 5. Environmental data collection setup
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5.1.2. Digital building twin development and related equipment

(b)
Figure 6. a) Virginia Tech Bishop-Favrao Hall and its BIM model b) Smart home appliance

test-network > $ GetEnvData.sh
m,-,lv:( \v?'n!.fcr basic "cm ncode-javascript DigitalTwinContract.js 1 while true; do
: use strict"; 2 # Fetch the values from your Raspberry Pi or API (replace <API_URL> with your actual API endpoint)
3 const { Contract } = require("fabric-contract-api®); 3 tem?:s(curl -s "https://reachsak.pagekite.me/" | jq —|.' .Temperature')
a 4 humidity=$(curl -s "https://reachsak.pagekite.me/" | jq -r '.Humidity')
5 class DigitallwinContract extends Contract { 5 co2=$(curl -s "https://reachsak.pagekite.me/" | jq -r '.CO2Level')
6 // Initialize the ledger with default values 6 lux=$(curl -s "https://reachsak.pagekite.me/" | jq -r '.LuxLevel')
7 async InitLedger(ctx) { 7
8 const defaultValues = { 8 # Run the chaincode invoke command with the fetched values
9 temperature: “22", 9 peer chaincode invoke -0 localhost:7@50 -—-ordererTLSHostnameOverride orderer.example.com —-tls
10 humidity: 50", ——cafile "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/
i; :‘Ht"et' ‘;gz tlscacerts/tlsca.example.com-cert.pem” -C mychannel -n DigitalTwinContract —-peerAddresses
uxLevel: ) “ i
13 Y localhost:7051 --tlsRootCertFiles “${PWD}/organizations/peerOrganizations/orgl.example.com/peers/
14 await ctx.stub.putState( peer@.orgl.example.com/tls/ca.crt" --peerAddresses localhost:9051 --tlsRootCertFiles "${PWD}/
15 "BuildingData", organizations/peerOrganizations/org2.example.com/peers/peerd.org2.example.com/tls/ca.crt" -c "
16 Buffer.from(JSON.stringify(defaultValues)) {\"function\":\"SetBuildingData\",\"Args\": [\"$temp\", \"$humidity\", \"$co2\", \"$lux\"]}"
17 ) 10
18 } 11 # Sleep for 5 seconds before running the command again
19 // Set all values at once 12 sleep 3
20 async SetBuildingData(ctx, temperature, humidity, CO2Level, luxLevel) { 13 done
21 const buildingData = {
22 temperature,
23 humidity, (b)
24 co2Level,
éz \ luxLevel, test-network > $ SendToTandem.sh
27 await ctx.stub.putState( 1 while true; do
28 “BuildingData", 2 # Run the chaincode query command to get all building data
2 Buffer. from(JSON. stringify (buildingbata)) 3 result=$(peer chaincode query -C mychannel -n DigitalTwinContract -c '{"Args":["GetBuildingData"]}')
30 ) 4
31 ) 5 # Assuming the result is a JSON string with keys Temperature, Humidity, CO2Level, and LuxLevel
32 // Get all values at once 6 echo "Building data: $result"
33 async GetBuildingData(ctx) { 7
34 const buildingDataBytes = await ctx.stub.getState("BuildingData"); 8 # Send a POST request with the result directly
35 if (1buil es || buildi tes.length === 0) { 9 curl =X POST \
36 throw new Error("Building data not found"); 10 -H "Content-Type: application/json" \
37 } 1 -d "$result" \
38 return JSON.parse(buildingDataBytes.toString()); 12 https://:b5L8b2EbRL26Wrrd2YsJag@tandem. autodesk.com/api/vl/timeseries/models/urn:adsk.
39 } dtm:0U3x2k30SDmr1Cw5cGr-SA/streams/AQAAAPBMTUISVECISuosBx8_sXwAAAAA
4 ) 13
:1 - ot tatuinG 14 # Sleep for 5 seconds before querying again
2 module.exports = DigitalTwinContract; 15 sleep 5
16 done

(a) (c)
Figure 7. a) Chaincode for digital twin b) Bash script for data query c) Bash Script for data
synchronization with the digital twin platform

This study selects Bishop-Favrao Hall, home to the Department of Building Construction at
Virginia Tech, as the case study location. The BIM model of Bishop-Favrao Hall was developed
using Autodesk Revit 2024 (Figure 6.a). To showcase different approaches to digital twin
development, two different digital twin platforms were utilized for the case studies. For the
Hyperledger Fabric-based digital twin, Autodesk Tandem was chosen due to its minimal coding
expertise requirement and provides a ready-to-use solution for integrating building BIM data and
IoT data streams. In contrast, for the Ethereum-based digital twin, Autodesk Platform Services
was used. This platform offers greater customization and flexibility, allowing for the tailored
development of digital twins to meet specific project requirements.

Although the room is equipped with a built-in HVAC system and integrated lighting, these systems
are not publicly accessible for direct control. To simulate the proposed system’s building operation
automation capabilities needed for the study, a variety of smart home devices were installed
(Figure 6.b). These devices enable access control for air quality, humidity, lighting, and fan speed
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through the blockchain-based decentralized system. For air quality management, the Xiaomi
Smart Air Purifier 4 Compact was used. It features multiple fan speed options to adjust airflow
and purification levels. The Govee Smart Humidifier H7141 was used for humidity level control,
as it provides precise adjustments to the room’s humidity. The Xiaomi Mi Smart Standing Fan 2
was used to regulate air circulation within the room with customizable fan speed settings that
mimic the functions of traditional HVAC systems. Lighting control was achieved using Yeelight
Smart Light Bulbs W3, which provide adjustable brightness to replicate indoor lighting
management.

5.2. Case study 1
5.2.1. Hyperledger fabric-based digital twin

@ IPFS

Index of

Decentralized storage

Flask "temperature": 28,
"humidity": 45,

ux": )
"co2": 752

< O (O localhost:8000/api/sensor
1
2
3
4
sssss
6

Raspberry Pi
Model 4B

l REST API

il AUTODESK
— - {0 TANDEM'

Hyperledger fabric Chaincode Decentralized data feed
Set and Get function

Figure 8. Overview of the Hyperledger Fabric-based system for decentralized digital twin.

The Hyperledger Fabric-based digital twin prototype demonstrates the secure and decentralized
transmission of sensor data to a digital twin platform in creating a visualization of building
environmental conditions. The Hyperledger Fabric’s chaincode was developed using JavaScript.
The Hyperledger Fabric environment for this prototype is configured to include two peer
organizations, namely org1.example.com and org2.example.com. Each organization hosts one
peer, with peer0.org1.example.com running at localhost:7051 and peer0.org2.example.com
operating at localhost:9051. Communication between these peers is established through a single
channel, named mychannel. This simplified configuration is intentionally designed to demonstrate
the functionality of Hyperledger Fabric in a straightforward and controlled environment. This setup
minimizes complexity while maintaining the core features of a permissioned blockchain network.
The deployment process begins with the installation of the chaincode on each peer. The
chaincode is instantiated and committed to the channel using Hyperledger Fabric's CLI tools. The
deployed chaincode contains two key functions: SetBuildingData and GetBuildingData (Figure
7.a). These functions facilitate the recording and retrieval of building data, such as temperature,
humidity, carbon monoxide level, and light intensity level, into and from the blockchain ledger.

In addition, two bash scripts, as illustrated in Figure 7.b and Figure 7.c, are developed to
periodically update the chaincode with up-to-date building environment data and synchronize the
data from the blockchain chaincode with the Autodesk Tandem API for real-time visualization
within the digital twin platform. The first script interacts with the blockchain by invoking the
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GetBuildingData function, which retrieves a JSON object containing essential building parameters
such as temperature, humidity, carbon monoxide level, and light intensity level from the REST
API created by the Raspberry Pi. Once the data is retrieved, it is formatted and transmitted to the
Autodesk Tandem API through a POST request using the second script (Figure 8). To maintain
up-to-date visualization, the script is designed to operate continuously in an infinite loop, querying
and synchronizing data at regular intervals of 60 seconds. In addition, historical sensor data is
periodically stored in the IPFS. This approach mitigates the risks of data tampering and leakage.
The stored historical data can also be retrieved for later analysis such as trend analysis and

predictive maintenance.

await ctx.stub.putState(key, Buffer.from(value));

/ Get Temperature
async GetTemperature(ctx.

/1 Get Humidity

async GetHumidity(ctx
alue = await ctx.stub.getState("husidity");
if (tvalue || valve.length === 0) {
throw new Error(“Humidity not found");

return value.toString();
/ Set Humidit

async SetHumidity(ctx, newvalue

/ Get €02 Level
async GetCO2Level(ctx
await ctx.stub.getState("CO2Level”);

/ Set €02 Level
async SetC02Level(ctx, newvalue

for (const [key, value] of Object.entries(defaultValues)) {

e", Buffer.from(newvalue));

await ctx.stub.putState("hunidity”, Buffer.from(newValue));

await ctx.stub.putState("C02Level”, Buffer.from(newValue));

$(PW0) /ord basic \
e basic \
$(PWD) /orde basic \
$(PW0) /0rd basic \

: L ®)

TEMP_OPTIMAL" ] then
evel 4 (slightly warm)"

0 HUMIDITY_OPTIMAL=50 elif [
HUMIDITY_MAX=60 echo "Tu

HUMIDITY_HIGH=70 7 python3
€02_SAFE=400 else

14 CO2_ELEVATED=800 ] echo “Fa
C02_DANGEROUS=1000 ] i
LUX_DARK=50 # Logic fo
LUX_LOW=100 if [ "SHMID

LUX_OPTIMAL=300

// Get Lux Level €02 1 L
ayn elctx

co awalt ctx.stub.getState(*luxtevel");

1 I o ¢ ¢ CO2 tevel)

throw new Error(“Lu; ) python3 control,
) elif [ "sco2" ~gt "5
return value.toString(); echo "Tul 3 e CO;
python3

Set Lux Level ctse
async SetlLuxLevellctx, newValue echo “Tul

await ctx.stub.putState("luxLevel®, Buffer.from(newVvalue)); python3

"
} # Wait f
module.exports = BuildingAutomationContract; sleep
P
(a)
I’ I> HYPERLEDGAR NETWORK BLOCKS TRANSACTIONS CHAINCODES CHANNELS  rychannel A &
Txn Hash ~ Q
© 8 8 - 2 i 2
BLOCKS TRANSACTIONS NODES CHAINCODES

Figure 9. a) Chaincode for Decentralized building operation automation b) Bash script for data
query c) Bash Script for building operation logics d) Hyperledger Explorer

5.2.2. Hyperledger fabric-based building automation system

The Hyperledger Fabric-based building automation system integrates real-time data acquisition,
chaincodes, and automated control of smart devices to optimize indoor environmental conditions.
This system leverages a Raspberry Pi and sensors as the primary tools for collecting
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environmental sensors for temperature, humidity, carbon monoxide levels, and light intensity. The
collected data is then transmitted through a REST API to the Hyperledger Fabric blockchain
network for building automation applications. Figure 10 illustrates the overall architecture of the
system.

The primary components of the system include the chaincode and two bash scripts for
environmental data retrieval and query into and from the blockchain as well as the logic for smart
home appliance control logic (Figure 9). The chaincode is responsible for storing and retrieving
environmental parameters. It initializes the ledger with default values for temperature, humidity,
carbon monoxide level, and light intensity. Each parameter is associated with Set and Get
functions, allowing real-time updates and queries to the blockchain (Figure 9.a). This ensures a
tamper-resistant and immutable record of environmental data.

The first Bash script automates the process of fetching real-time data from Raspberry Pi's REST
API and recording it into the Hyperledger Fabric blockchain. The script uses curl to retrieve sensor
readings, including temperature, humidity, carbon monoxide level, and light intensity and employs
the peer chaincode invoke command to store the data in the blockchain. This process is executed
in an infinite loop with a 60-second interval, ensuring consistent synchronization of real-world data
with the blockchain ledger (Figure 9.b). The second Bash script queries the stored data from the
blockchain and implements decision-making logic to control smart devices, such as lights, fans,
and humidifiers. Using peer chaincode query, it retrieves current values of temperature, humidity,
carbon monoxide level, and light intensity (Figure 9.c). The script defines specific thresholds for
each parameter, which are used to trigger actions on the smart devices. For instance, if the light
intensity is below a defined threshold, the script invokes another Python script for lighting control
to adjust the brightness of the lighting system. Similarly, temperature readings influence the
operation levels of smart fans, while humidity thresholds dictate the activity of smart humidifiers.

>
DHT 11 is'-:g & G (i) localhost:8000/api/sensor L
1A
@’ Flask 2 "temperature": 22.5,
> 3 "humidity": 45,
Light intensity < 4 "lux": 141,
sensor ) v 5 "co2": 595
b Raspberry Pi 6 } L
. Model 48 Air Purifier speed and humidifier
MQ2 Gas sensor | | han ed
evel unc
REST AP 9
mbine.sh
chaincodeInvokeOrQuery -> Chaincode invoke successful. result: status:200
chaincodeInvokeOrQuery -> Chaincode invoke successful. result: status:200
chail deInvokeOrQuery -> Chaincode invoke successful. result: status:200
chaincodeInvokeOrQuery -> Chaincode invoke successful. result: status:200 v —
chaincodeInvokeOrQuery -> Chaincode invoke successful. result: status:200 Fan Speed BrlghtneSS
chaincodeInvokeOrQuery -> Chaincode invoke successful. result: status:200 Increase to IeVeI 3 Increase tO 90%
Hyperledger fabric Chaincode and bash script for building Decentralized automation of building
operation automation operation

Figure 10. Overview of the Hyperledger Fabric-based system for decentralized automation of
building operation.
5.3. Case study 2
5.3.1. Ethereum-based digital twin.

The Ethereum-based digital twin prototype leverages a combination of hardware, decentralized
oracle networks (DONs), blockchain technology, and digital twin platforms to create a smart,
automated, and transparent system for visualizing building environmental conditions. This system
was developed using a Raspberry Pi equipped with environmental sensors, REST APl integration,
Chainlink’s decentralized oracle network, Web3.js, and Autodesk Tandem. Figure 11 illustrates
the overview of the system.
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In this prototype, the environmental data is initially captured by sensors connected to the
Raspberry Pi. A Flask-based REST API is developed to serve this sensor data in JSON format,
making it accessible to external applications. To bridge the gap between the off-chain sensor data
and the Ethereum blockchain, the prototype utilized the decentralized oracle network.
Decentralized oracle networks provide a secure and reliable mechanism to bring external data
onto the blockchain, ensuring decentralization and trustworthiness in the data retrieval process.
Two of Chainlink’s decentralized oracle network components are utilized within this prototype:
Chainlink Any APl and Chainlink Automation. The configuration of these two components is
illustrated in Figure 12. Chainlink Any API enables smart contracts to access data from any API
outside of the blockchain network. In this Ethereum-based digital twin system, Chainlink Any API
is used within the MultiWordConsumer contracts to request and retrieve the four environmental
parameters from the REST API created by Raspberry Pi (Figure 13.a). The contract includes the
requestMultipleParameters function, which is designed to handle requests for multiple data points
from the REST API. The contract was deployed on the Ethereum Sepolia testnet.

For the digital twin implementation in the Ethereum-based system, Autodesk Platform Services is
used instead of the prebuilt solutions like Autodesk Tandem. In this implementation, the Model
Derivative API provided by Autodesk Platform Services enables translation of BIM models and
transmission of real-time building parameters, such as temperature, humidity, carbon monoxide
levels, and light intensity levels, to create a visualized digital twin model. The system also
incorporates time-based automation using Chainlink Automation. Chainlink Automation provides
the ability to automate Ethereum smart contract functions based on predefined logic or time
intervals. In this case, the requestMultipleParameters function of the MultiWordConsumer
contract is automatically triggered at regular 60-second intervals. Additionally, the prototype also
incorporates the periodic storage of historical sensor data from the Raspberry Pi to the IPFS.
For the DON components, such as the MultiWordConsumer contract and Chainlink Automation,
to function effectively, the smart contract must be funded with LINK tokens, which are the native
utility tokens of the Chainlink network. These tokens are used to compensate the oracles for their
services and to enable functionalities within the Chainlink ecosystem. Faucet LINK tokens were
used in this experiment. Faucet tokens are free test tokens distributed on blockchain testnet to
enable developers to experiment with and test their smart contracts and decentralized
applications without incurring financial costs.

D localhost:8000/ Decentralized Oracles Network

‘V—\“)\"—‘fl—‘wl"‘
- @ cthered
emperatyrets 2.5, |y . Chainlinkl | ” Web3 JS | /2 AUTODESK
“luxts 141, ACthaln‘I_lnk ny Sman > Platform Services
"co2": 595 utomation D
REST API 52 Contract

Index of fipfsfbafybeiarmiehubvsuacxxahki6n]
bafybeiarmi acxxahk16mzr42bfwbr

Deceﬁtra]ized storage

Figure 11. Overview of the Ethereum-based system for decentralized digital twin.
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Deploy Digital twin smart contract with Chainlink Any API
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Figure 12. Configuration of Chainlink Any APl and Chainlink Automation.
5.3.2. Ethereum-based building automation system.

The Ethereum-based building automation system builds upon the Ethereum-based digital twin
system described in the previous section. This system integrates additional components such as
smart home appliances, smart contracts for building automation thresholds, and Python script to
achieve automated and decentralized control of smart building appliances. The overview of this
automation system is presented in Figure 14.

The first smart contract used in this prototype is the MultiWordConsumer contract, which was
previously described in the previous section. This contract continuously updates and stores the
latest environmental parameters from the Raspberry Pi's REST API. As in the previous section,
Chainlink Any API is used to fetch data from the REST API, while Chainlink Automation ensures
periodic updates to the contract. Chainlink Automation is also used to trigger the
requestMultipleParameters function of the MultiWordConsumer contract every 60 seconds.

In addition, this system also includes the BuildingAutomationConfig smart contract (Figure 13.b),
which defines the baseline comfort parameters for the building environment. This contract
includes eight variables representing the minimum and maximum allowable values for
temperature, humidity, carbon monoxide levels, and light intensity levels. The contract also
provides setter and getter functions to modify and retrieve these baseline parameters, ensuring
flexibility in building automation logic.
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In addition, a Python script with the Web3.py library was developed to extract data from these two
smart contracts for building automation. This script retrieves real-time environmental data from
the MultiWordConsumer contract and compares it with the baseline comfort parameters stored in
the BuildingAutomationConfig contract. If any real-time data falls outside the defined comfort
range, the script sends control signals to the corresponding smart appliances in the building for
adjustment. For instance, if the real-time temperature exceeds the maximum threshold, the script
can activate cooling systems to bring the temperature back within the acceptable range.
Conversely, if the illuminance level drops below the minimum threshold, the script can increase
the brightness of the smart lighting system. The goal is to continuously adjust the building's
environmental conditions to maintain them within the predefined comfort ranges, thereby

optimizing indoor comfort and energy efficiency.

T //SPDX-License-Identifier: MIT
1 // SPDX-License-Identifier: MIT
2 pragma solidity ~0.8.7; 2 prages solidity ~6.8.0;
3 import {Chainlink, ChainlinkClient} from “@chainlink/contracts/src/v0.8/ChainlinkClient.so 3 contract BuildinghutomgtionContig {
4 import {ConfirmedOwner} from "@chainlink/contracts/src/v0.8/shared/access/ConfirmedOwner.sol"; B /7 Variables for controlling the smart building facilities
5 import {LinkTokenInterface} from "@chainlink/contracts/src/v0.8/shared/interfaces/LinkTokenInterface.sol"; 5 int256 minTenperature;
6  contract MultiWordConsumer is ChainlinkClient, ConfirmedOwner { 6 int256 public maxTemperatures
7 using Chainlink for Chainlink.Request; 7 uint256 J minCO2Level;
8 bytes32 ¢ vate jobld; 8 uint256 J maxCO2Level;
9 uint256 private fee; 9 uint256 public minLuxLevel;
10 // multiple params returned in a single oracle response 10 uint256 public maxLuxLevel;
1 uint256 p temperature; 1 uint256 public minHumidity;
12 uint256 humidity; 12 uint256 public maxHunidity;
13 uint2s6 ¢ co2Level; 13 “g's“ et
modifier onlyOwner
u uint256 p luxtevel; 15 voqu)ro(:sq.scndcv == owner, “Not authorized");
15 event RequestMultipleFulfilled( 16 :
16 bytes32 requestId, 17 y
17 uint256 temperature, 18 event MinTemperatureUpdated(int256 minTemperature);
18 uint256 humidity, 19 event MaxTemperatureUpdated(int256 maxTemperature);
19 uint256 CO2Level, 20 event MinCO2LevelUpdated(uint256 minCO2Level);
20 uint256 luxLevel 21 event MaxCO2LevelUpdated(uint256 maxCO2Level);
21 H 22 event MinLuxLevelUpdated(uint256 minLuxLevel);
22 constructor() ConfirmedOwner(msg.sender) { @ infinite gas 161 gas 23 event MaxLuxLevelUpdated(uint256 maxLuxLevel);
23 _setChainlinkToken (0x779877A7B0DIE8B603169DdbD7836e478b4624789) ; 2 event MinHumidityUpdated(uint256 minkumidity);
24 _setChainlinkOracle(@x6090149792dAAeEID1D568COFIa6F6BA6AA29€FD) ; s event KaxtumidityUpdated(uint256 saxiumidity);
25 jobId = "53f9755920cd451a8fe4615087468395"; 26 ‘ tor() { B 716791 gas 691800 ga:
26 fee = (1 * LINK_DIVISIBILITY) / 10; ;é ) owner = msg.sender;
27 }
) 29 // setter functions
28 function requestMultipleParameters() public { B intinite gas 30 function setMinTemperature(int256 _minTemperature) pub onlyOwner {
29 Chainlink.Request memory req = _buildChainlinkRequest( I minTemperature = _minTemperature;
30 jobld, 32 emit MinTemperatureUpdated(_minTemperature);
31 address (this), 3 )
32 this.fulfillMultipleParameters.selector 34 function setMaxTemperature(int256 _maxTemperature) pub onlyOwner {
33 )i 35 maxTemperature = _maxTemperature;
34 req._add( 36 emit MaxTemperatureUpdated(_maxTemperature);
35 "urltemperature”, 37 }
36 "https://reachsak.pagekite.me" 38 function setMinCO2Level(uint256 _minCO2Level) pub onlyOwner {
37 ); 39 minCO2Level = _minCO2Level;
38 req._add("pathtemperature”, "Temperature"); a0 emit MinCO2LevelUpdated(_minCO2Level) ;
39 req._add( a }
20 “urlhumidity" 42 function setMaxCO2Level(uint256 _maxCO2Level) pul onlyOwner {
. ' . 43 maxC02Level = _maxCO2Level;
:; . https://reachsak.pagekite.me 4 emit MaxCO2LevelUpdated(_maxC02Level) ;
H 45 }
43 req._add(“pathhumidity”, “Humidity"); 46 function setMinLuxLevel(uint256 _minLuxLevel) onlyowner {
44 req._add( 47 minLuxLevel = _minLuxLevel;
45 "urlCo2Level”, 48 emit MinLuxLevelUpdated(_minLuxLevel);
46 “https://reachsak.pagekite.me" a9 )
47 ); 50 function setMaxLuxLevel(uint256 _maxLuxLevel) pub onlyOwner {
48 req._add("pathC02Level®, "C02"); 51 maxLuxLevel = _maxLuxLevel;
49 req._add( 52 enit MaxLuxLevelUpdated(_maxLuxLevel);
50 “urlluxLevel”, > }
51 “https://reachsak.pagekite.me" 54 function setMinHumidity(uint256 _minHumidity) pu! ¢ onlyOwner {
5 oo 55 minHumidity = _minHumidity;
o req._add("pathluxLevel®, “luxLevel"); Z: | emit MinHumidityUpdated(_minHumidity);
54 -sendChainlinkRequest(req, fee); // MWR API. 58 function setMaxHumidity(uint256 _maxHumidity) public onlyOwner {
55 ¥ 59 maxHumidity = _maxHumidity;
56 function fulfillMultipleParameters( @ infinite gas 60 emit MaxHunidityUpdated(_maxHumidity) ;
57 bytes32 requestId, 61 )
58 uint256 temperatureResponse, 62 // Getter functions
59 uint256 humidityResponse, 63 function getMinTemperature() i i returns (int256) {
60 uint256 CO2LevelResponse, 64 return minTemperature;
61 uint256 luxLevelResponse 65 }
62 ) public recordChainlinkFulfillment(requestId) { 66 function getMaxTemperature() plic vi returns (int256) {
63 emit RequestMultipleFulfilled( 67 return maxTemperature;
64 requestId, o8 }
69 function getMinCO2Level() pub view returns (uint256) {
65 temperatureResponse,
70 return minC02Level;
66 humidityResponse, " \
67 C02LevelResponse, 72 function getMaxCO2Level() w returns (uint256) {
68 luxLevelResponse 73 return maxCO2Level;
69 ); 74 }
70 temperature = temperatureResponse; 75 function getMinLuxLevel() pub view returns (uint256) {
7 humidity = humidityResponse; 76 return minLuxLevel;
72 co2Level = CO2LevelResponse; 77 y
73 luxLevel = luxLevelResponse; 78 function getMaxLuxLevel() k view returns (uint256) {
74 } 79 return maxLuxLevel;
75 function withdrawLink() put onlyOwner { @ infinite gas 8o )
76 LinkTokenInterface link = LinkTokenInterface(_chainlinkTokenAddress()); 81 function getMinHunidity() view returns (uint256) {
s require( :i | return minHumidity;
78 Link. transfer (nsg. sender, Link.balance0f (address (this))), o function gethaHumidity() public view returns (ulnt2s6) {
79 Unable to transfer p return maxHunidity:
80 ); 86 }
81 } 87 }
82}

C)

(b)

Figure 13. a) Smart contract for decentralized Digital twin with Chainlink Any API b) Smart
contract for decentralized building automation system.
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Figure 14. Overview of the Ethereum-based system for decentralized automation of building
operation.

6. Result, Evaluation, and Discussion
6.1. Cost analysis

This section presents the financial implications of the two blockchain systems presented in the
case studies in the previous section. The Hyperledger Fabric-based system does not incur any
operational costs for the blockchain transaction. Instead, network participants are pre-authorized,
and transactions are verified with Raft or Kafka consensus mechanisms [63], which do not involve
fees. In contrast, the Ethereum-based system incurs transaction costs in the form of gas fees,
which serve as compensation for the computational resources required to process and validate
operations on the blockchain. These include smart contract deployments and the decentralized
oracle network. These fees are expressed in Ether (ETH) and converted to USD using the ETH-
USD exchange rate as of January 2025. For instance, deploying the primary smart contracts,
such as the BuildingAutomationConfig contract and the Digital Twin contract, consumed
significant amounts of gas. These deployments collectively cost approximately 0.031848 ETH
(~104.54 USD). Additionally, the Digital Twin Contract (MultiWordConsumer contract) and the
Chainlink Automation service required LINK tokens. Each transaction for the decentralized data
transmission from Raspberry Pi to the digital twin platform incurred a total cost of 0.335323 LINK,
which amounts to 6.76 USD per transaction. These calculations were based on testing conducted
on the Sepolia testnet, which simulated the Ethereum main net environment but did not incur
actual monetary costs. The key operations with their associated costs, are summarized in Table
2. Ethereum’s public network incurs high gas fees for transactions, making it less cost-efficient
for 1oT and digital twin applications with high transaction volumes.
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Table 2. The transaction cost of the Ethereum-based digital twin and building automation

system.

. . . Transaction

Operations Smart contract/Service Gas Transaction fee fee (USD)
Contract deployment BuildingAutomationConfig | g5 489 0.009776 ETH 32.10

contract
Contract deployment Digital twin contract 1,857,505 0.022072 ETH 72.44
Digital twin contract fund Digital twin contract - 0.1 LINK 2.02
Real-time data retrieval from
REST API to Digital twin Chainlink automation - 0.235323 LINK 4.74
contract

6.2. Scalability

Scalability in blockchain-based systems is primarily measured through transaction latency and
throughput. Private blockchains, such as Hyperledger Fabric, generally offer higher throughput
and lower transaction latency due to their smaller number of nodes. This makes private
blockchains more suitable for applications with high transaction volumes, as they can process
data more quickly and reliably. Conversely, public blockchain platforms, such as Ethereum, often
encounter scalability challenges due to the need for global consensus among distributed nodes.
This results in slower transaction speeds, higher latency, and increased operational costs,
especially under high transaction loads.

In this study, the scalability of the Hyperledger Fabric-based system was benchmarked using
Hyperledger Caliper [64]. The results presented in Figure 15 demonstrate that the system
achieved a throughput of approximately 591 transactions per second with an average latency of
0.03 seconds when performing the GetBuildingData functions. In contrast, the Ethereum-based
digital twin and building automation system operates on a public blockchain infrastructure, where
scalability is constrained by the proof-of-stake consensus mechanism. Every transaction on
Ethereum requires validation from all participating nodes before it is appended to the blockchain.
While PoS improves energy efficiency compared to proof-of-work, it still limits the transaction
throughput to around 30 transactions per second [65].

This constraint suggests that as the number of smart appliances or buildings increases, delays in
transaction processing could arise which could hinder the system’s responsiveness and efficiency.
While this throughput may suffice for small-scale deployments or experimental setups, it would
likely become a bottleneck in large-scale, real-world scenarios involving multiple users or a dense
network of smart home appliances.

The performance analysis of the two developed systems underscores the superior scalability, and
speed of the Hyperledger Fabric-based system compared to the Ethereum-based system. With
its higher transaction throughput and lower latency, Hyperledger Fabric is well-suited for real-time
loT data transfer for digital twin and building automation systems.

| Name | Succ | Fail | Send Rate (TPS) | Max Latency (s) | Min Latency (s) | Avg Latency (s) | Throughput (TPS) |
| | | | | | |

| GetBuildingData| 17489 | @ | 591.0 | 0.03 | .00 | 0.00 | 590.9 |
2024.03.05-02:35:09.177 info [caliper] [round-orchestrator] Finished round 1 (GetBuildingData) in 30.101 seconds
2024.03.05-02:35:09.177 info [caliper] [monitor.jsl] Stopping all monitors

2024.03.05-02:35:09.177 info [caliper] [report-builder] ### All test results ###

2024.03.05-02:35:09.177 info [caliper] [report-builder]

| Name | Succ | Fail | Send Rate (TPS) | Max Latency (s) | Min Latency (s) | Avg Latency (s) | Throughput (TPS) |
| | | | | | | | |
| GetBuildingData| 17489 | @ | 591.0 | 0.03 | 0.00 | 0.00 | 590.9 |

Figure 15. Hyperledger Caliper Benchmark Results.
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6.3. Security and privacy

The proposed Hyperledger Fabric-based system and Ethereum-based system offer a significant
improvement over BACnet, the traditional building automation protocol, in terms of system
security. BACnet's centralized architecture is inherently vulnerable to several cyberattacks,
including man-in-the-middle attacks, data tampering, and denial-of-service attacks [66], [67]. For
example, an attacker could intercept or alter communication between devices in a BACnet
network, disrupt system operations through a denial-of-service attack, or compromise the central
controller to manipulate critical building functions.

In contrast, both the Hyperledger Fabric-based system and the Ethereum-based system employ
decentralized architectures, which inherently mitigate many of these vulnerabilities. The
distributed nature of Hyperledger Fabric also eliminates the single point of failure, making it
resistant to denial-of-service attacks [68]. Its permissioned blockchain model enforces strict
access controls, preventing unauthorized entities from participating in the network. Additionally,
transactions within the Hyperledger Fabric network are verified through consensus mechanisms,
ensuring data integrity, and preventing tampering [69]. Furthermore, cryptographic techniques
employed in the Ethereum blockchain systems, such as digital signatures and hashing, provide
an additional layer of security, effectively protecting loT data from interception and manipulation
[70]. In addition, databases for loT data such as InfluxDB and TimescaleDB rely on centralized
servers, which could make them susceptible to cyber-attacks, data breaches, data loss, and
tampering. The IPFS is used as a decentralized storage solution in this study. IPFS distributes
data across multiple nodes which enhances data integrity and improves resistance against
unauthorized access or data loss [71].

In terms of data privacy, the Hyperledger Fabric-based system offers greater control over access
permissions and data visibility, which is suited for building automation applications. As a private
blockchain, it allows network participants to define and enforce strict rules about who can view or
interact with the data, enhancing both privacy and security. On the other hand, the Ethereum-
based system, as a public blockchain, provides transparency and immutability through its
decentralized consensus mechanism. While this fosters trust and ensures data integrity, it also
means that data on the Ethereum network is exposed to public scrutiny, which may not be ideal
for applications involving sensitive or proprietary information. This distinction highlights one
aspect of the trade-offs between privacy and transparency when choosing a blockchain system
for digital twins and building automation applications.

6.4. Limitation

The proposed blockchain-based frameworks present an innovative approach to decentralized
automation of building operations and digital twins for building infrastructure. While offering
significant advantages, these frameworks are not without limitations. This section outlines the
primary constraints associated with the proposed systems and their proof-of-concept
implementation. One key limitation of the Ethereum-based framework is the inherent volatility of
the Ethereum cryptocurrency, which serves as the medium for transaction fees within the system.
The fluctuating value of Ethereum introduces financial uncertainty, particularly concerning the
costs of updating real-time data for the digital twin and building automation processes. This
unpredictability can result in discrepancies between anticipated and actual expenses, potentially
discouraging widespread adoption. To mitigate this issue, future research could consider using
stablecoins, such as USDT or USDC [72], which maintain stable value by being pegged to reserve
assets like the U.S. Dollar. Stablecoins offer a more reliable decentralized payment option that
could enhance system adoption and usability. Additionally, the current implementation relies on
smart appliances rather than employing a fully integrated smart building automation system. While
these devices were sufficient for meeting the research objectives and demonstrating the
framework's capabilities, they highlight a gap in achieving a comprehensive, end-to-end smart
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building solution. Future work could address this limitation by integrating more advanced and
holistic building systems into the framework. Additionally, any required updates to system logic,
environmental parameters, or the source of REST APIs within the proposed framework will also
require redeployment to the respective blockchain networks. This process can be time-consuming
and expensive. Future research could consider using upgradable smart contracts and modular
design approaches to address this limitation.

7. Future research

This study represents the first attempt to employ a Hyperledger Fabric and Ethereum blockchain-
based system alongside the decentralized oracle network to develop a decentralized digital
building twin and a decentralized building automation system. In the current implementation, the
automation logic in both the Hyperledger Fabric and Ethereum-based digital twin systems can be
adjusted manually by updating parameter thresholds in the smart contracts. This capability opens
new research avenues into the decentralized control of building automation systems through
technologies like Decentralized Autonomous Organizations (DAOs) [73]. DAOs could allow
stakeholders to collectively manage and govern building operations in a decentralized manner,
ensuring transparency and equity in decision-making processes. While there is increasing
research on DAO implementations for Ethereum, there remains limited exploration of DAO
frameworks for private blockchains like Hyperledger Fabric. This gap also presents a significant
opportunity to investigate how DAOs can be tailored for private blockchain environments to
facilitate decentralized building automation systems [54]. The potential customization of such
frameworks for governance in building infrastructure or even large-scale civil infrastructure could
transform how systems are democratically controlled and autonomously operated by DAO
members.

The proposed framework also demonstrates the capability to store historical building data on
decentralized storage systems like IPFS. This feature could support future applications in
decentralized data marketplaces, where building owners might monetize their building data
through web3 technologies [74], [75]. For instance, environmental and operational data stored on
IPFS could be sold to organizations or researchers seeking datasets for Al training or other
research purposes [76].

Finally, the integration of decentralized building automation systems with generative Al-based
agents offers another exciting direction for future research. These Al agents could leverage
historical building data to understand, predict, and optimize environmental variables within a
building. By autonomously adjusting parameters stored in smart contracts, these agents could
establish a form of decentralized artificial intelligence for smart buildings. Emerging trends in
smaller, more efficient language models, such as Microsoft's Phi-3, Meta’s LLaMA 3, and
Google’s Gemini, suggest that sophisticated Al systems could soon be deployed on low-cost edge
devices like Raspberry Pi which are capable of delivering robust performance at minimal cost [55].
This development holds immense potential for creating decentralized, Al-driven smart building
systems. As Al capabilities continue to evolve, their integration with blockchain-based frameworks
could significantly enhance the intelligence and autonomy of decentralized building operations.

8. Conclusion

This study presents a novel framework for decentralized digital building twins and building
automation systems in smart buildings, utilizing both private and public blockchains. The
Hyperledger Fabric-based framework integrates key components such as environmental data
collection tools, chaincode for digital building twins and automation, and the Autodesk Tandem
digital twin platform. Similarly, the Ethereum-based framework incorporates data collection
components, smart contracts for decentralized building automation and digital twins,
decentralized oracle networks such as Chainlink Any API and Chainlink Automation, and digital
twin platforms such as the Autodesk platform service. Prototypes of both frameworks were tested
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in a real-world building environment with smart building appliances to validate practical
applications. The evaluation criteria included cost efficiency, scalability, data security, and privacy.
The findings indicate distinct strengths and limitations for each platform. Hyperledger Fabric
demonstrates superior scalability, transaction speed, and cost efficiency, which is suitable for the
transmission of large amounts of 10T data transfer and building automation. In contrast, Ethereum
offers greater decentralization, making it suitable for applications prioritizing openness and
resilience, albeit at the cost of higher transaction fees, lower throughput, and increased latency.
Both frameworks enhance the security of loT data transfer and building automation compared to
traditional centralized systems like the BACnet protocol. The contributions of this research to the
existing body of knowledge are as follows: (1) presenting a novel framework for decentralized loT
data transmission to the digital twin using private and public blockchain with decentralized oracle
networks (2) Developing autonomous and decentralized automation of building operations using
chaincode and smart contracts. (3) Developing public and private blockchain-based digital
building twin (4) Analyzing the advantages and limitations of public and private blockchain
applications for decentralized digital twin and building automation and comparing them against
the traditional centralized systems. This framework provides a foundation for future research
within the domain of web3 technology applications for smart buildings by offering a blueprint for
implementing decentralized, secure, and efficient building automation and digital building twin
systems.

CRediT authorship contribution statement
Reachsak Ly: Writing — review & editing, Writing — original draft, Visualization, Conceptualization.
Alireza Shojaei: Project administration, Supervision, Conceptualization, Methodology.

Declaration of Generative Al and Al assisted technologies in the writing process

During the preparation of this work the author(s) used OpenAl GPT4 to improve readability and
language. After using this tool/service, the author(s) reviewed and edited the content as needed
and take(s) full responsibility for the content of the publication.

Declaration of Competing Interest
The authors declare that they have no known competing financial interests or personal
relationships that could have appeared to influence the research presented in this paper.

Data availability
Data will be made available on request.

Reference

[1] A. Latifah, S. H. Supangkat, and A. Ramelan, “Smart building: A literature review,” in
2020 International Conference on ICT for Smart Society (ICISS), IEEE, 2020, pp. 1-
6.

[2] D. P. Wyon, “The effects of indoor air quality on performance and productivity,”
Indoor air, vol. 14, no. 7, pp. 92-101, 2004.

[3] B. Dong, V. Prakash, F. Feng, and Z. O’'Neill, “A review of smart building sensing
system for better indoor environment control,” Energy and Buildings, vol. 199, pp.
29-46, 2019.

[4] N. Havard, S. McGrath, C. Flanagan, and C. MacNamee, “Smart Building Based on
Internet of Things Technology,” presented at the 2018 12th International Conference
on Sensing Technology (ICST), Limerick: IEEE, Dec. 2018, pp. 278-281. doi:
10.1109/1CSensT.2018.8603575.

23



Submitted to Automation in Construction

[5] Z. Ye, M. Yin, L. Tang, and H. Jiang, “Cup-of-Water Theory: A Review on the
Interaction of BIM, loT and Blockchain During the Whole Building Lifecycle,” in 34th
International Symposium on Automation and Robotics in Construction, Taipei,
Taiwan, Jul. 2018. doi: 10.22260/ISARC2018/0066.

[6] E. Karaarslan and M. Babiker, “Digital Twin Security Threats and Countermeasures:
An Introduction,” in 2021 International Conference on Information Security and
Cryptology (ISCTURKEY), Ankara, Turkey: IEEE, Dec. 2021, pp. 7-11. doi:
10.1109/ISCTURKEY53027.2021.9654360.

[7] K. Lohia, Y. Jain, C. Patel, and N. Doshi, “Open Communication Protocols for
Building Automation Systems,” Procedia Computer Science, vol. 160, pp. 723-727,
2019, doi: 10.1016/j.procs.2019.11.020.

[8] R. Agrawal et al., “Continuous security in loT using blockchain,” in 2018 IEEE
international conference on acoustics, speech and signal processing (ICASSP),
IEEE, 2018, pp. 6423—-6427.

[9] J. de las Morenas, C. M. da Silva, G. S. Funchal, V. Melo, M. Vallim, and P. Leitao,
“Security Experiences in loT based applications for Building and Factory
Automation,” in 2020 IEEE International Conference on Industrial Technology (ICIT),
Buenos Aires, Argentina: IEEE, Feb. 2020, pp. 322-327. doi:
10.1109/1CI1T45562.2020.9067229.

[10] V. Graveto, T. Cruz, and P. Simdes, “Security of building automation and control
systems: Survey and future research directions,” Computers & Security, vol. 112, p.
102527, 2022.

[11] “Smart buildings threat landscape: 37.8% targeted by malicious attacks in H1
2019,” www.kaspersky.com. Accessed: Nov. 18, 2023. [Online]. Available:
https://www.kaspersky.com/about/press-releases/2019_smart-buildings-threat-
landscape

[12] “Cost of a data breach 2023 | IBM.” Accessed: Nov. 18, 2023. [Online]. Available:
https://www.ibm.com/reports/data-breach

[13] “Whitepaper: How to secure OT systems in converged domains,” siemens.com
Global Website. Accessed: Nov. 18, 2023. [Online]. Available:
https://www.siemens.com/global/en/products/buildings/cybersecurity-for-smart-
buildings/whitepaper-securing-ot-systems.html

[14] G. Li et al., “A critical review of cyber-physical security for building automation
systems,” Annual Reviews in Control, 2023.

[15] H. Naderi, R. Ly, and A. Shojaei, “From Data to Value: Introducing an NFT-
Powered Framework for Data Exchange of Digital Twins in the AEC Industry,” in
Construction Research Congress 2024, Des Moines, lowa: American Society of Civil
Engineers, Mar. 2024, pp. 299-308. doi: 10.1061/9780784485262.031.

[16] J.J. Hunhevicz and D. M. Hall, “Do you need a blockchain in construction? Use
case categories and decision framework for DLT design options,” Advanced
Engineering Informatics, vol. 45, p. 101094, Aug. 2020, doi:
10.1016/j.aei.2020.101094.

[17] J.Liand M. Kassem, “Applications of distributed ledger technology (DLT) and
Blockchain-enabled smart contracts in construction,” Automation in Construction,
vol. 132, p. 103955, Dec. 2021, doi: 10.1016/j.autcon.2021.103955.

24



Submitted to Automation in Construction

[18] D. Yaga, P. Mell, N. Roby, and K. Scarfone, “Blockchain technology overview,”
National Institute of Standards and Technology, Gaithersburg, MD, NIST IR 8202,
Oct. 2018. doi: 10.6028/NIST.IR.8202.

[19] A.R. Sai, J. Buckley, B. Fitzgerald, and A. L. Gear, “Taxonomy of centralization
in public blockchain systems: A systematic literature review,” Information Processing
& Management, vol. 58, no. 4, p. 102584, Jul. 2021, doi:
10.1016/j.ipm.2021.102584.

[20] B. Sriman, S. Ganesh Kumar, and P. Shamili, “Blockchain Technology:
Consensus Protocol Proof of Work and Proof of Stake,” in Intelligent Computing and
Applications, vol. 1172, S. S. Dash, S. Das, and B. K. Panigrahi, Eds., in Advances
in Intelligent Systems and Computing, vol. 1172. , Singapore: Springer Singapore,
2021, pp. 395-406. doi: 10.1007/978-981-15-5566-4_34.

[21] B. Lashkari and P. Musilek, “A Comprehensive Review of Blockchain Consensus
Mechanisms,” IEEE Access, vol. 9, pp. 43620-43652, 2021, doi:
10.1109/ACCESS.2021.3065880.

[22] G. Al-Sumaidaee, R. Alkhudary, Z. Zilic, and A. Swidan, “Performance analysis
of a private blockchain network built on Hyperledger Fabric for healthcare,”
Information Processing & Management, vol. 60, no. 2, p. 103160, Mar. 2023, doi:
10.1016/j.ipm.2022.103160.

[23] R.Yang et al., “Public and private blockchain in construction business process
and information integration,” Automation in construction, vol. 118, p. 103276, 2020.

[24] R.Tasand O. O. Tanriover, “Building A Decentralized Application on the
Ethereum Blockchain,” in 2019 3rd International Symposium on Multidisciplinary
Studies and Innovative Technologies (ISMSIT), Ankara, Turkey: IEEE, Oct. 2019,
pp. 1—4. doi: 10.1109/ISMSIT.2019.8932806.

[25] W. Zhang and T. Anand, “Ethereum Architecture and Overview,” in Blockchain
and Ethereum Smart Contract Solution Development, Berkeley, CA: Apress, 2022,
pp. 209-244. doi: 10.1007/978-1-4842-8164-2_6.

[26] C. T. Nguyen, D. T. Hoang, D. N. Nguyen, D. Niyato, H. T. Nguyen, and E.
Dutkiewicz, “Proof-of-Stake Consensus Mechanisms for Future Blockchain
Networks: Fundamentals, Applications and Opportunities,” IEEE Access, vol. 7, pp.
85727-85745, 2019, doi: 10.1109/ACCESS.2019.2925010.

[27] X.Li, T. Chen, X. Luo, and J. Yu, “Characterizing Erasable Accounts in
Ethereum,” in Information Security, vol. 12472, W. Susilo, R. H. Deng, F. Guo, Y. Li,
and R. Intan, Eds., in Lecture Notes in Computer Science, vol. 12472. , Cham:
Springer International Publishing, 2020, pp. 352-371. doi: 10.1007/978-3-030-
62974-8_20.

[28] H. Naderi, A. Shojaei, and R. Ly, “Autonomous construction safety incentive
mechanism using blockchain-enabled tokens and vision-based techniques,”
Automation in Construction, vol. 153, p. 104959, Sep. 2023, doi:
10.1016/j.autcon.2023.1049509.

[29] G. A.Qliva, A. E. Hassan, and Z. M. Jiang, “An exploratory study of smart
contracts in the Ethereum blockchain platform,” Empir Software Eng, vol. 25, no. 3,
pp. 1864—1904, May 2020, doi: 10.1007/s10664-019-09796-5.

25



Submitted to Automation in Construction

[30] E. Androulaki et al., “Hyperledger fabric: a distributed operating system for
permissioned blockchains,” in Proceedings of the Thirteenth EuroSys Conference,
Porto Portugal: ACM, Apr. 2018, pp. 1-15. doi: 10.1145/3190508.3190538.

[31] Q. Nasir, I. A. Qasse, M. Abu Talib, and A. B. Nassif, “Performance Analysis of
Hyperledger Fabric Platforms,” Security and Communication Networks, vol. 2018,
pp. 1-14, Sep. 2018, doi: 10.1155/2018/3976093.

[32] Y. Manevich, A. Barger, and Y. Tock, “Service Discovery for Hyperledger Fabric,”
in Proceedings of the 12th ACM International Conference on Distributed and Event-
based Systems, Hamilton New Zealand: ACM, Jun. 2018, pp. 226-229. doi:
10.1145/3210284.3219766.

[33] Y. Manevich, A. Barger, and Y. Tock, “Endorsement in Hyperledger Fabric via
service discovery,” IBM J. Res. & Dev., vol. 63, no. 2/3, p. 2:1-2:9, Mar. 2019, doi:
10.1147/JRD.2019.2900647.

[34] L. Foschini, A. Gavagna, G. Martuscelli, and R. Montanari, “Hyperledger Fabric
Blockchain: Chaincode Performance Analysis,” in ICC 2020 - 2020 IEEE
International Conference on Communications (ICC), Dublin, Ireland: IEEE, Jun.
2020, pp. 1-6. doi: 10.1109/ICC40277.2020.9149080.

[35] I. Surjandari, H. Yusuf, E. Laoh, and R. Maulida, “Designing a Permissioned
Blockchain Network for the Halal Industry using Hyperledger Fabric with multiple
channels and the raft consensus mechanism,” J Big Data, vol. 8, no. 1, p. 10, Dec.
2021, doi: 10.1186/s40537-020-00405-7.

[36] D. Jones, C. Snider, A. Nassehi, J. Yon, and B. Hicks, “Characterising the Digital
Twin: A systematic literature review,” CIRP Journal of Manufacturing Science and
Technology, vol. 29, pp. 36—-52, May 2020, doi: 10.1016/j.cirpj.2020.02.002.

[37] J.J. Hunhevicz, M. Motie, and D. M. Hall, “Digital building twins and blockchain
for performance-based (smart) contracts,” Automation in Construction, vol. 133, p.
103981, Jan. 2022, doi: 10.1016/j.autcon.2021.103981.

[38] J.Zhao, H. Feng, Q. Chen, and B. Garcia De Soto, “Developing a conceptual
framework for the application of digital twin technologies to revamp building
operation and maintenance processes,” Journal of Building Engineering, vol. 49, p.
104028, May 2022, doi: 10.1016/j.jobe.2022.104028.

[39] O. Novo, “Blockchain Meets loT: An Architecture for Scalable Access
Management in loT,” IEEE Internet Things J., vol. 5, no. 2, pp. 1184—1195, Apr.
2018, doi: 10.1109/J10T.2018.2812239.

[40] D. Fakhri and K. Mutijarsa, “Secure loT Communication using Blockchain
Technology,” in 2018 International Symposium on Electronics and Smart Devices
(ISESD), Bandung: IEEE, Oct. 2018, pp. 1-6. doi: 10.1109/ISESD.2018.8605485.

[41] H.R.Hasan, K. Salah, |. Yaqoob, R. Jayaraman, S. Pesic, and M. Omar,
“Trustworthy loT Data Streaming Using Blockchain and IPFS,” IEEE Access, vol. 10,
pp. 17707-17721, 2022, doi: 10.1109/ACCESS.2022.3149312.

[42] M. Bez, G. Fornari, and T. Vardanega, “The scalability challenge of ethereum: An
initial quantitative analysis,” in 2019 IEEE International Conference on Service-
Oriented System Engineering (SOSE), IEEE, 2019, pp. 167-176.

[43] S. Balakumar and A. R. Kavitha, “Quorum-based Blockchain Network with IPFS
to Improve Data Security in loT Network,” STUD INFORM CONTROL, vol. 30, no. 3,
pp. 85-98, Sep. 2021, doi: 10.24846/v30i3y202108.

26



Submitted to Automation in Construction

[44] A. Iftekhar, X. Cui, Q. Tao, and C. Zheng, “Hyperledger Fabric Access Control
System for Internet of Things Layer in Blockchain-Based Applications,” Entropy, vol.
23, no. 8, p. 1054, Aug. 2021, doi: 10.3390/e23081054.

[45] N. A.N. Adu-Amankwa, F. P. Rahimian, N. Dawood, and C. Park, “Digital Twins
and Blockchain technologies for building lifecycle management,” Automation in
Construction, vol. 155, p. 105064, 2023.

[46] I. Pittaras, N. Fotiou, C. Karapapas, V. A. Siris, and G. C. Polyzos, “Secure smart
contract-based digital twins for the Internet of Things,” Blockchain: Research and
Applications, vol. 5, no. 1, p. 100168, Mar. 2024, doi: 10.1016/j.bcra.2023.100168.

[47] B. Putz, M. Dietz, P. Empl, and G. Pernul, “EtherTwin: Blockchain-based Secure
Digital Twin Information Management,” Information Processing & Management, vol.
58, no. 1, p. 102425, Jan. 2021, doi: 10.1016/j.ipm.2020.102425.

[48] B. Teisserenc and S. M. E. Sepasgozar, “Software Architecture and Non-
Fungible Tokens for Digital Twin Decentralized Applications in the Built
Environment,” Buildings, vol. 12, no. 9, p. 1447, Sep. 2022, doi:
10.3390/buildings12091447.

[49] J.Jeoung, S. Jung, T. Hong, and J.-K. Choi, “Blockchain-based loT system for
personalized indoor temperature control,” Automation in Construction, vol. 140, p.
104339, Aug. 2022, doi: 10.1016/j.autcon.2022.1043309.

[50] A. Tiwari and U. Batra, “Blockchain Enabled Reparations in Smart Buildings
Cyber Physical System,” Def. Sc. J., vol. 71, no. 4, pp. 491-498, Jul. 2021, doi:
10.14429/dsj.71.16454.

[51] Q. Xu, Z. He, Z. Li, and M. Xiao, “Building an Ethereum-Based Decentralized
Smart Home System,” in 2018 IEEE 24th International Conference on Parallel and
Distributed Systems (ICPADS), Singapore, Singapore: IEEE, Dec. 2018, pp. 1004—
1009. doi: 10.1109/PADSW.2018.8644880.

[52] R. Majeed, N. A. Abdullah, I. Ashraf, Y. B. Zikria, M. F. Mushtaq, and M. Umer,
“An Intelligent, Secure, and Smart Home Automation System,” Scientific
Programming, vol. 2020, pp. 1-14, Oct. 2020, doi: 10.1155/2020/4579291.

[53] M. Umer et al., “loT based smart home automation using blockchain and deep
learning models,” Peerd Computer Science, vol. 9, p. e1332, May 2023, doi:
10.7717/peerj-cs.1332.

[54] R.Ly, A. Shojaei, and H. Naderi, “DT-DAOQ: Digital Twin and Blockchain-Based
DAO Integration Framework for Smart Building Facility Management,” in
Construction Research Congress 2024, Des Moines, lowa: American Society of Civil
Engineers, Mar. 2024, pp. 796-805. doi: 10.1061/9780784485262.081.

[55] R.Lyand A. Shojaei, “Autonomous Building Cyber-Physical Systems Using
Decentralized Autonomous Organizations, Digital Twins, and Large Language
Model,” Oct. 25, 2024, arXiv: arXiv:2410.19262. Accessed: Oct. 27, 2024. [Online].
Available: http://arxiv.org/abs/2410.19262

[56] Hevner, March, Park, and Ram, “Design Science in Information Systems
Research,” MIS Quarterly, vol. 28, no. 1, p. 75, 2004, doi: 10.2307/25148625.

[57] F. Elghaish, M. R. Hosseini, T. Kocaturk, M. Arashpour, and M. Bararzadeh
Ledari, “Digitalised circular construction supply chain: An integrated BIM-Blockchain
solution,” Automation in Construction, vol. 148, p. 104746, Apr. 2023, doi:
10.1016/j.autcon.2023.104746.

27



Submitted to Automation in Construction

[58] L.Wu, W. Lu, R. Zhao, J. Xu, X. Li, and F. Xue, “Using Blockchain to Improve
Information Sharing Accuracy in the Onsite Assembly of Modular Construction,” J.
Manage. Eng., vol. 38, no. 3, p. 04022014, May 2022, doi:
10.1061/(ASCE)ME.1943-5479.0001029.

[59] J.C.P.Cheng, H. Liu, V. J. L. Gan, M. Das, X. Tao, and S. Zhou, “Construction
cost management using blockchain and encryption,” Automation in Construction,
vol. 152, p. 104841, Aug. 2023, doi: 10.1016/j.autcon.2023.104841.

[60] G. L. Geerts, “A design science research methodology and its application to
accounting information systems research,” International Journal of Accounting
Information Systems, vol. 12, no. 2, pp. 142-151, Jun. 2011, doi:
10.1016/j.accinf.2011.02.004.

[61] Autodesk, “Autodesk Tandem.” Accessed: Jan. 13, 2025. [Online]. Available:
https://intandem.autodesk.com/

[62] R.Ly, reachsak/blockchain-based-digital-building-twin. (Jan. 04, 2025). Shell.
Accessed: Jan. 04, 2025. [Online]. Available:
https://github.com/reachsak/blockchain-based-digital-building-twin

[63] G.Yang, K. Lee, K. Lee, Y. Yoo, H. Lee, and C. Yoo, “Resource Analysis of
Blockchain Consensus Algorithms in Hyperledger Fabric,” IEEE Access, vol. 10, pp.
74902-74920, 2022, doi: 10.1109/ACCESS.2022.3190979.

[64] R. K. Kaushal and N. Kumar, “Exploring Hyperledger Caliper Benchmarking Tool
to Measure the Performance of Blockchain Based Solutions,” in 2024 11th
International Conference on Reliability, Infocom Technologies and Optimization
(Trends and Future Directions) (ICRITO), Noida, India: IEEE, Mar. 2024, pp. 1-6.
doi: 10.1109/ICRITO61523.2024.10522188.

[65] A. Abrol, “Solana vs Polygon vs Ethereum - Blockchain Council.” Accessed: Sep.
27, 2024. [Online]. Available: https://www.blockchain-council.org/blockchain/solana-
vs-polygon-vs-ethereum/

[66] M. Peacock, M. N. Johnstone, and C. Valli, “An exploration of some security
issues within the BACnet protocol,” presented at the Information Systems Security
and Privacy: Third International Conference, ICISSP 2017, Porto, Portugal,
February 19-21, 2017, Revised Selected Papers 3, Springer, 2018, pp. 252-272.

[67] C. Morales-Gonzalez et al., “On building automation system security,” High-
Confidence Computing, vol. 4, no. 3, p. 100236, Sep. 2024, doi:
10.1016/j.hcc.2024.100236.

[68] V. Jayadev, N. Moradpoor, and A. Petrovski, “Assessing the Performance of
Ethereum and Hyperledger Fabric Under DDoS Attacks for Cyber-Physical
Systems,” in Proceedings of the 19th International Conference on Availability,
Reliability and Security, Vienna Austria: ACM, Jul. 2024, pp. 1-6. doi:
10.1145/3664476.3670927.

[69] H. Honar Pajooh, M. Rashid, F. Alam, and S. Demidenko, “Hyperledger Fabric
Blockchain for Securing the Edge Internet of Things,” Sensors, vol. 21, no. 2, p. 359,
Jan. 2021, doi: 10.3390/s210203589.

[70] A. Raj, K. Maji, and S. D. Shetty, “Ethereum for Internet of Things security,”
Multimed Tools Appl, vol. 80, no. 12, pp. 18901-18915, May 2021, doi:
10.1007/s11042-021-10715-4.

28



Submitted to Automation in Construction

[71] M. S. Ali, K. Dolui, and F. Antonelli, “loT data privacy via blockchains and IPFS,”
in Proceedings of the Seventh International Conference on the Internet of Things,
Linz Austria: ACM, Oct. 2017, pp. 1-7. doi: 10.1145/3131542.3131563.

[72] B.N. Thanh, T. N. V. Hong, H. Pham, T. N. Cong, and T. P. T. Anh, “Are the
stabilities of stablecoins connected?,” Journal of Industrial and Business Economics,
vol. 50, no. 3, pp. 515-525, 2023.

[73] S.Wang, W. Ding, J. Li, Y. Yuan, L. Ouyang, and F.-Y. Wang, “Decentralized
Autonomous Organizations: Concept, Model, and Applications,” IEEE Trans.
Comput. Soc. Syst., vol. 6, no. 5, pp. 870-878, Oct. 2019, doi:
10.1109/TCSS.2019.2938190.

[74] A.Nawaz et al., “Edge Computing to Secure IoT Data Ownership and Trade with
the Ethereum Blockchain,” Sensors, vol. 20, no. 14, p. 3965, Jul. 2020, doi:
10.3390/s20143965.

[75] G. S. Ramachandran, R. Radhakrishnan, and B. Krishnamachari, “Towards a
Decentralized Data Marketplace for Smart Cities,” in 2018 IEEE International Smart
Cities Conference (ISC2), Kansas City, MO, USA: IEEE, Sep. 2018, pp. 1-8. doi:
10.1109/1SC2.2018.8656952.

[76] A. Tara, H. K. Turesson, N. Natea, and H. M. Kim, “An Evaluation of Storage
Alternatives for Service Interfaces Supporting a Decentralized Al Marketplace,”
IEEE Access, vol. 11, pp. 116919-116931, 2023, doi:
10.1109/ACCESS.2023.3326418.

[77] M. Emish, H. K. Chaparala, Z. Kelani, and S. D. Young, “On Monetizing Personal
Wearable Devices Data: A Blockchain-based Marketplace for Data Crowdsourcing
and Federated Machine Learning in Healthcare,” artif. intell. adv., vol. 4, no. 2, Feb.
2023, doi: 10.30564/aia.v4i2.5316.

29



